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Data Center Services Inc GSA MAS Schedule

GENERAL SERVICES ADMINISTRATION
FEDERAL SUPPLY SERVICE
AUTHORIZED FEDERAL SUPPLY SCHEDULE PRICE LIST

On-line access to contract ordering information, terms and conditions, up-to-date pricing, and the option to
create an electronic delivery order is available through GSA Advantage!, a menu-driven database system. The
INTERNET address for GSA Advantage! is http://www.gsaadvantage.gov
SCHEDULE TITLE: Multiple Award Schedule
FEDERAL SUPPLY GROUP: Professional Services

FSC Classes/Product Codes:
e DB10-IT and Telecom - Compute as a Service: Mainframe/Servers
e DAO1 - IT and Telecom — Business Application/Application Development Support Services (Labor)

CONTRACT NUMBER: 47QTCA21D00B9

CONTRACT PERIOD: June 16, 2021 through June 15, 2026

For more information on ordering from Federal Supply Schedules go to the GSA Schedules page at GSA.gov.

CONTRACTOR: CONTRACTOR’S ADMINISTRATION SOURCE:
Data Center Services Inc. Robert Hermanns

6000 Technology Blvd 6000 Technology Blvd

Sandston, VA 23150 Sandston, VA 23150

(804) 419-5173 (804) 419-5173

www.d8acenter.com Robert.Hermanns@d8acenter.com

BUSINESS SIZE: Small

For more information on ordering from Federal Supply Schedules go to the GSA Schedules page at GSA.gov.
Price list current as of Modification #PS-0002 effective 9/25/2022.

*This is the MOST RECENTLY awarded Contractor Initiated Modification and does NOT include any Mass Modifications
Prices Shown Herein are Net (discount deducted)
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CUSTOMER INFORMATION

la. Table of awarded special item number(s) with appropriate cross-reference to item descriptions and
awarded price(s).

SINs Recovery SIN Title
54151HACS 54151HACSRC Highly Adapted Cybersecurity Services
518210C 518210C Cloud and Cloud-Related IT Professional Services

1b. Lowest Priced Item: See Pricelist (Government net price based on a unit of one)

1lc. Hourly Rates: See Pricelist (includes discount and IFF)

2. Maximum order: $500,000
Note to Ordering Activities: *If the best value selection places your order over the Maximum Order
identified in this catalog/pricelist, you have an opportunity to obtain a better schedule contract price.
Before placing your order, contact the aforementioned contactor for a better price. The contractor may
(1) offer a new price for this requirement (2) offer the lowest price available under this contract or (3)
decline the order. A delivery order that exceeds the maximum order may be placed under the schedule
contract in accordance with FAR 8.404.

3. Minimum order: $100

4, Geographic coverage (delivery area): Domestic

5. Point(s) of production (city, county, and State or foreign country): 6000 Technology Blvd, Sandston, VA

23150
6. Discount from list prices or statement of net price: Government Net Prices (discounts already deducted)
7. Quantity discounts: None
8. Prompt payment terms. Information for Ordering Offices: Prompt payment terms cannot be negotiated

out of the contractual agreement in exchange for other concessions: Net 30 days

9. Foreign items (list items by country of origin): Not Applicable
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10a. Time of delivery: (Contractor insert number of days.) Contact Contractor

10b. Expedited Delivery. Items available for expedited delivery are noted in this price list: Contact Contractor

10c. Overnight and 2-day delivery: Contact Contractor

10d. Urgent Requirements: Contact Contractor

11. F.O.B. point(s): Destination

12a. Ordering address(es): 6000 Technology Blvd, Sandston, VA 23150

12b. Ordering procedures: For supplies and services, the ordering procedures, information on Blanket
Purchase Agreements (BPA’s) are found in Federal Acquisition Regulation (FAR) 8.405-3.

13. Payment address(es): 6000 Technology Blvd, Sandston, VA 23150

14. Warranty provision: Standard Commercial Warranty Terms & Conditions

15. Export packing charges, if applicable: Not Applicable

16. Terms and conditions of rental, maintenance, and repair (if applicable): Not Applicable

17. Terms and conditions of installation (if applicable): Not Applicable

18a. Terms and conditions of repair parts indicating date of parts price lists and any discounts from list prices (if
applicable): Not Applicable

18b. Terms and conditions for any other services (if applicable): Not Applicable

19. List of service and distribution points (if applicable): Not Applicable

20. List of participating dealers (if applicable): Not Applicable

21. Preventive maintenance (if applicable): Not Applicable

22a. Special attributes such as environmental attributes (e.g., recycled content, energy efficiency, and/or
reduced pollutants): Not Applicable
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22b. If applicable, indicate that Section 508 compliance information is available on Electronic and Information
Technology (EIT) supplies and services and show where full details can be found (e.g. contractor’s website
or other location.) The EIT standards can be found at: www.Section508.gov/. Not Applicable

23. Unique Entity Identifier (UEI) Number: LYZ5WJ2U5LP7

24. Notification regarding registration in System for Award Management (SAM) database: Not Applicable
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LABOR CATEGORY DESCRIPTIONS

DevSecOps Cloud Engineer

Minimum Education: Bachelor’s Degree in technology related field
Minimum Years’ Experience: Minimum 3 years in cloud software development
environment

Responsibilities:

. Deploying and configuring services using infrastructure as a service provider (e.g.,
Amazon Web Services, Microsoft Azure, Google, Digital Ocean, RackSpace/OpenStack)

. Configuring and managing Linux-based servers

. Debugging cluster based computing architectures

. Using scripting or basic programming skills to solve problems

. Installation and management of opensource monitoring tools

. Configuration of environment management tools(e.g., Puppet, Chef, Ansible, Salt,
Terraform)

. Implementation of continuous integration and deployment, and continuous monitoring
processes

. Containerization technologies (e.g., LXC, Docker)

. Source code repository environments (eg, Bitbucket, GitHub, Gitlab).

DevSecOps Cloud Architect

Minimum Education: Bachelors in technology related field
Minimum Years’ Experience: 5 years in cloud software development
environment

Responsibilities:

. Development enclave NIST RMF architecture review

. Design of NIST RMF compliant cloud development architectures

. Selecting end-to-end toolset for planning, building, testing, securing and storage of
application code artifacts

. Designing a complete end-to-end Continuous Integration (Cl)/Continuous Deployment

(CD) pipeline process that meeting NIST RMF security compliance standards
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. Has technical knowledge of all phases of applications systems analysis and programming
life cycle.
. Participates as a senior member of project teams in the definition and implementation of

software development projects

Principal Cyber Security Architect

Minimum Education: Masters Degree in technology related field

Minimum Years’ Experience: Minimum 15 years in senior information
technology position with 5 years of cybersecurity
related experience

Responsibilities:

. Responsible for creating the cybersecurity technology road-maps and defining / technical
plans for the client’s cybersecurity system solution.

. Directs and motivates co-workers and works closely with others while multitasking and
prioritizing resource requirements

. Manages business development initiatives as assigned, to include but not limited to:

providing input to white papers, cybersecurity past performance writeups, technical
presentation development, data calls, and proposals.

. Leads team that performs Risk and Vulnerability Assessments (RVA) which assesses
threats and vulnerabilities, determines deviations from acceptable configurations,
enterprise or local policy, assesses the level of risk, and develops and/or recommends
appropriate mitigation countermeasures in operational and non-operational situations

. Performs Security Architecture Review (SAR) evaluates a subset of the environments
assets security posture to determine whether the environment has been properly
architected its cybersecurity solutions and ensures that organizations leadership fully
understands the risks inherent in the implemented cybersecurity solution. The SAR
process utilizes in-person interviews, documentation reviews, and leading practice
evaluations of the environment and supporting systems.

. Acts as Subject Matter Expert (SME) in the seven-step NIST Risk Management
Framework (RMF) including preparation, information security categorization; control
selection, implementation, and assessment; system and common control authorizations;
and continuous monitoring.

. Acts as Subject Matter Expert (SME) in the design and implementation of NIST
Cybersecurity Framework.

. Designs client process improvement road maps, identifying organizational constraints and
tool configuration guidelines related to cybersecurity technology solutions.

. Provides input to senior management teams including business development, operations,

and technical groups.
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Principal Cyber Security Engineer
Minimum Education: Bachelor’s Degree in technology related field
Minimum Years’ Experience: Minimum 5 years in senior information technology
position with 3 years of cybersecurity related
experience

Responsibilities:

. Responsible for implementing cybersecurity technology road-maps and defining technical
project plans for the implementation client’s cybersecurity solutions.

. Directs and motivates co-workers and works closely with others while multitasking and
prioritizing resource requirements

. Executes Cyber Hunt activities in response to crises or urgent situations within the
pertinent domain to mitigate immediate and potential threats.

. Leads Incident Response teams to help organizations impacted by a cybersecurity

compromise determine the extent of the incident, remove the adversary from their
systems, and restore their networks to a more secure state.

. Leads Penetration Testing Teams in testing which assessors mimic real-world attacks to
identify methods for circumventing the security features of an application, system, or
network

. Acts as Subject Matter Expert (SME) in the execution of the NIST Risk Management

Framework (RM) activities including Information Security Continuous Monitoring
Assessment (ISCMA), which evaluate organization-wide ISCM implementations, and also
Federal Incident Response Evaluations (FIREs), which assess an organization’s incident
management functions.

. Acts as Subject Matter Expert (SME) in the design and implementation of NIST
Cybersecurity Framework.
. Implements client process improvement road maps, identifying organizational constraints

and tool configuration guidelines related to cybersecurity technology solutions.

Due to the availability or limitation of education, occasionally substitution of experience as
referenced below for a professional labor type with additional years of experience will be
provided to the Federal Agency when responding to their MAS Schedule requirements and it is
solely the acquiring agency’s determination, if the substitution is considered acceptable prior to
an award.

Experience Substitutions:
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e A Bachelor's Degree may be substituted with Associate Degree + 2 years additional relevant IT
experience

o A Bachelor's Degree may be substituted for 6 years of required relevant IT experience with a High School
Diploma or

e A Bachelor's Degree may be substituted for 3 years of military service in a Cyber Operations military
occupational specialty (MOS)

e A Master’'s Degree may be substituted for 2 years of required relevant IT experience with a Bachelor's
Degree

o A Master’'s Degree may be substituted for 5 years of military service in a Cyber Operations military
occupational specialty (MOS)

o A Ph.D. may be substituted with Master’s Degree + 4 years additional relevant IT experience

e A Ph.D. may be substituted with a Bachelor’s Degree + 6 years relevant IT experience

PRICING

GSA PRICE GSA PRICE GSA PRICE GSA PRICE GSA PRICE

Labor Category incl. IFF incl. IFF incl. IFF incl. IFF incl. IFF
(Year 1) (Year 2) (Year 3) (Year 4) (Year 5)

DevSecOps Cloud
518210C Engineer $116.07 | $118.39 | $120.76 | $123.17 | $125.64

DevSecOps Cloud
518210C | o o $121.87 | $124.31 | $126.80 | $129.34 | $131.93

Principal Cyber
54151HACS Security Engineer $81.25 | $82.87 | $84.53 | $86.22 | $87.95

Principal Cyber
54151HACS Security Architect $116.07 | $118.39 | $120.76 | $123.17 | $125.64

Service Contract Labor Standards Matrix:

SCLS Eligible Contract Labor SCLS Equivalent Code Title WD Number
Category/Fixed Price Service
N/A N/A N/A
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